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Introduction



The History of PowerSC

§ Dec 2011 – Release 1.0.0.0 – AIX Development

§ 2016 – Rocket Software becomes the PowerSC Development Partner with IBM

§ Dec 2017 – Release 1.1.5.0 PowerSC GUI and initial PMFA release

§ Dec 2018 – Release 1.2.0.0

§ Dec 2019 – Release 1.3.0.0

§ Sept 2021 – Release 2.0.0.0 – Standard Edition and PMFA merge under 2.0.0.0

§ Dec 2022 – Release 2.1.0.4 – ClamAV support for AIX added
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PowerSC Licensing & Support
§ Licensing is based on a per-core basis

§ PowerSC 2.0 consists of ”PowerSC Standard Edition” and “PowerSC MFA”

§ PowerSC Standalone Licensing – the least expensive but not necessarily the best value, 
because the higher tiers are software bundles

§ Once the proper licensing is paid for, the customer may download PowerSC from Entitled 
Systems Support (ESS)

§ Work with your IBM Seller or Business Partner to obtain proper licensing
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AIX 
Standard 
Edition

PowerSC 
Standalone

AIX 
Enterprise 
Edition

Enterprise 
Cloud 
Edition with 
AIX

Enterprise 
Cloud 
Edition

AIX No yes Yes Yes Yes

LoP No yes No No Yes

IBM i No yes No No Yes

PowerSC 2.0 Licensing Matrix



90 Day Trial
§ IBM Seller or Business Partner is responsible for managing the trial

§ After 90 days, must be removed if no license was acquired

§ This is only for evaluation; it can’t be used on production systems

§ Trial download link:
https://epwt-www.mybluemix.net/software/support/trial/cst/programwebsite.wss?siteId=1287&h=null&p=null
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PowerSC 2.0
Standard Edition Multi-Factor Authentication

GUI Server MFA Server & Clients
GUI Agent
Security & Compliance Automation
Real Time Compliance
Trusted Network Connect & Patch 
Management
Trusted Logging
Trusted Boot
Trusted Firewall



PowerSC Standard Edition requirements - AIX
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PowerSC Standard Edition requirements - Linux
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PowerSC Standard Edition requirements – IBM i
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PowerSC Standard Edition Requirements - HMC

§ HMC V10 R2 M1030 and above

§ HMC Hardening

12



Name Description
Compliance IBM i Best Practices profile provided.  Provides security hardening measures for 

the categories of “System-wide access control”, “Password policies”, “System 
security”, “Login controls”, “System auditing”, “Secure connections”, “User 
profile security”, “Network services”, “Group PTF currency status”, “Patch status 
individual PTFs”, and ”Default passwords”.  See PowerSC documentation for 
full details.

File Integrity 
Management (FIM)

IBM i Audit File list supported using options: OBJAUD, SUBTREE, and 
CRTOBJAUD.  See PowerSC documentation for full details.

Security Patches Function for verifying security patches on endpoint

Host Intrusion Provides protection against brute force attacks

IBM i Features with PowerSC



Name Description
Enhanced Detection and 
Response (EDR)

EDR supported for IBM i: Compliance, FIM, and Host Intrusion

Multi-Factor Authentication When you authenticate an IBM i user through IBM PowerSC MFA 
authentication, the IBM i user no longer uses their password to log in. 
Instead, they use the out-of-band workflow to generate a cache token
credential (CTC) and use that CTC as their password.

IBM i Features with PowerSC



Security and Compliance
Subset excluding TNC. Malware Prevention and MFA



Cybersecurity Context - CIS v8
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Cybersecurity Context - CIS v8
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PowerSC GUI Topology - AIX
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Security Measures – PowerSC GUI server
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Security Measure AIX Linux IBM i

Compliance pscxpert pscxpert pscxpert

File Integrity Management Real Time Compliance Auditd IBM i audit

AIX Trusted Execution

Blocklisting Yes Yes Yes

Allowlisting AIX Trusted Execution fapolicyd No

Traditional Endpoint Malware 
Detection & Prevention

ClamAV ClamAV No

Intrusion Detection Service Real Time Compliance psad Brute force password

Security Patching Trusted Network Connect & 
Patch Management

yum or zypper yes

Enhanced Detection & Response Yes Yes Yes

Security Forensics Event Analysis Tool Event Analysis Tool Event Analysis Tool



Centralized Security Management

§ Organize PowerSC GUI Agents with user-defined and automated PowerSC groups

§ Provides separation of duties via administrative access control

§ Provides highly granular configuration options to handle simple to extremely complex AIX 
environments

§ Copy the configuration a security from one endpoint to any group of endpoints

§ Extensive reporting options

§ Support for automation via REST API
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Scalability

§ Scalability is EXCELLENT

§ Excellent performance for up to 500 endpoints

§ Performance possible with 1000 endpoints when using small groups

§ Subsequent releases are providing performance improvements
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What PowerSC is NOT

§ SIEM

§ Data Encryption

§ Centralized User & Group Management
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AIX XMLs – Rocket Software

Name Description
CISv1.xml 1st generally recommended; Dec 2019
DoDv7.xml Dec 2019
GDPRv1.xml June 2018
PCIv3.xml Dec 2017
NERCv5.xml April 2017
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Linux XMLs – Rocket Software

Name Description
Linux_CISv1.xml March 2021
Linux_SAPHANAv1.xml April 2020
Linux_GDPRv1.xml Updated April 2019
Linux_PCIv3.xml Updated April 2019
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System i

Name Description
IBMi_best_practices.xml Dec 2019
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VIOS XMLs – Rocket Software

Name Description
VIOS_PCIv3.xml Nov 2020
VIOS_CISv1.xml Nov 2020
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HMC

Name Description
Linux_HMCv1.xml 2022
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What Does it Look Like?
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Compliance Failure
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Profile Editor
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Group Editor
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Dashboard
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Techopedia EDR Definition
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EDR Event Types
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EDR Subset AIX RHEL SLES IBM i HMC
RTC configuration change was requested a

TE configuration change was requested a

Auditd configuration change was requested a a

FIM - Content Change a a a a

FIM - Access Change a a a a

FIM - Directory Change a a a a

Allowlisting - Hash Mismatch a a a

Allowlisting – Meta-data Mismatch a a

Compliance Profile Apply a a a a a

Compliance Profile Undo a a a a a

Compliance check a a a a a



EDR Event Types
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EDR Subset AIX RHEL SLES IBM i HMC
Host Intrusion - Too many password failures a a a

Host Intrusion - Port scan a a

Host Intrusion - Agent Connectivity a a a a a

Host Intrusion – Malware event a a a a



Host-based EDR Alert Configuration
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Host-based EDR Event Analysis Tool
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AIX Patch Management
PowerSC’s Trusted Network Connect and Patch Management



TNC - Cybersecurity Context - CIS 7.1
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TNC Overview

§ One of the most fundamental and important cyber defenses is Vulnerability Management.  
PowerSC has provided Trusted Network Connect and Patch Management (TNC) as a key 
solution to use when implementing your Vulnerability Management cyber defenses.  TNC is 
the AIX/VIOS patching component of PowerSC that allows you to automate and reduce the 
effort needed to properly update AIX and VIOS systems with security ifixes, service packs 
and technology levels.
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Key Features of TNC
§ Point and click management support via the PowerSC Graphical User Interface

§ Patch Repository is automatically updated with new SPs and ifixes 

§ TNC provides flexible and granular options for defining patch policy

§ Patch recommendations made upon the actual filesets installed on AIX or VIOS endpoints

§ Extensive install support, including open-source packages in rpm & installp format

§ Light-weight component architecture that provides excellent performance

§ Automatic updating of patch repository for ifixes having superseding versions

§ Flexible command line functions that facilitate automation

§ TNC supports alt_disk updates for ifixes, service packs and technology levels
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Multi-Factor Authentication
An essential cyber defense



Cybersecurity Context – CIV v8
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What is Multi-Factor Authentication (MFA)

§ There are 3 types of authentication factors:

§ Something you know (password)

§ Something you have (RSA key fob device)

§ Something you are (Retinal scan)

§ Traditional AIX/Linux authentication is one factor (something you know).  MFA requires 2 or 
more different factors
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PowerSC MFA Topology
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Minimum Software Level Requirements

§ For the PowerSC MFA server:
– AIX 7.1 TL 5
– AIX 7.2 TL 2

§ For the following platforms:
– AIX 6.1.9.8
– AIX 7.1.4.3
– AIX 7.2.1.1
– VIOS 2.2.5.20
– RHEL 8.x
– SUSE 15 
– HMC V9.1.920.0
– Virtual HMC V9.1.940
– PowerSC GUI Server 1.2.0.2

47



PowerSC MFA Authentication Methods

§ RSA SecureID

§ Certificate Authentication

§ RADIUS
– “generic” RADIUS
– Gemalto SafeNet RADIUS
– RSA SecurID RADIUS

§ Timed One-time Password (TOTP)
– Generic TOTOP
– IBM TouchToken

§ Ubikey

§ IBM Security Access Manager
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Malware Prevention with 
PowerSC



Cybersecurity Context - CIS v8
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Cybersecurity Context - CIS v8
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Malware Definition

o Malware is a general term for software intended to cause harm, disrupt, or gain unauthorized 
access to a computer system. Trojans, worms, miners, rootkits, viruses, keyloggers, and 
ransomware are all examples of different types of malware.
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ClamAV with PowerSC
Traditional endpoint malware countermeasure



Description

o open source (GPLv2) anti-virus toolkit

o ClamAV is provided by Cisco Systems, Inc



Features

o Designed to scan files quickly

o Detects millions of viruses, worms, trojans and other malware

o Signed signature databases ensure that ClamAV will only execute trusted signature definitions

o Scans within archives and compressed files but also protects against archive bombs



System Requirements

o Minimum RAM: 4GB

o Minimum Disk: 6GB



FreshClam Definition

o Signature database (cvd) command line update tool

o freshclam is used to download and update ClamAV’s official virus signature databases. 



Database Update Options

o Directly from internet

o Indirectly through a https Proxy Server

o Indirectly using a private mirror, local webserver using cvdupdate tool

o Indirectly using a private mirror, local webserver using freshclam



ClamScan Definition

o Command line program to scan files and directories that does not require the clamd daemon.



PowerSC GUI server ClamAV Functionality

§ Modify the configuration of ClamAV on endpoints running the PowerSC GUI agent

§ Copy the ClamAV configuration of a single endpoint to a group of endpoints

§ Issue automated and manual scans by using the PowerSC GUI server

§ Configure scheduled scans to search specific directories on an endpoint

§ Extensive email reporting options provided by using the PowerSC GUI server

§ Perform automated scans and virus database updates by using the PowerSC GUI
server’s REST API
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EDR Email Notifications for Malware



ClamAV Scan
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Closing



https://ibm.biz/aix-linux-security

https://ibm.biz/aix-linux-security


Additional References

§ PowerSC Documentation
https://www.ibm.com/docs/en/powersc-standard

§ For more PowerSC MFA information:
https://www.ibm.com/docs/en/powersc-mfa

§ PowerSC Redbook
http://www.redbooks.ibm.com/abstracts/sg248082.html?Open

§ Center for Internet Security Controls
https://www.cisecurity.org/controls/cis-controls-list/
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Thank You!
§ Feel free to contact me in the future:

Stephen Dominguez
email: sdoming@us.ibm.com
blog: https://www.securitysteve.net

§ You can find full descriptions of our
services at:
https://ibm.biz/aix-linux-security
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